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Digital Forensics

= Computer Forensics
= Mobile Phone Forensics
= Audio Visual Forensics

= Cell Site Analysis

Digital Forensics has been at the core of CYFOR's service offering since inception in

2002. With a comprehensive range of forensic services and a proven capability, we are

instructed on a vast range of legally aided, corporate and private cases. We have the

expertise to recover, analyse and present digital evidence from multiple forms of

digital media held within the UK and internationally.

About us

Recognised as industry experts, we have the expertise to recover,
analyse and present digital evidence from multiple forms of digital
media held within the UK and internationally. With over 15 years of
expertise, we have experience working for both the defence and
prosecution. This allows a perspective into the challenges and
goals faced by each party, and subsequently how to achieve the
expectations of our clients.

CYFOR are instructed on a vast range of digital forensic
investigations, covering a full spectrum of criminal matters. This
experience has seen us complete numerous high-profile cases,
many of which have been featured by the national and
international media;

® Fraud = Assault " Firearms

= Terrorism = Murder ® Indecent Imagery

® Drugs = Burglary

Our team of specialist criminal case managers are acutely aware of
the sensitivity and time critical nature of instructions. That is why we
operate a 24-hour turnaround on quotations, while informing clients
of developments at each stage of the case.

Our Experts

CYFOR's highly qualified digital forensic specialists are recognised

as some of the industry's leading specialists. Comprised of ex-military
and ex-police professionals, their combined expertise becomes even
more powerful for the most complex of cases, while going above and
beyond to exceed client expectations.

They utilise the latest technology and digital forensic techniques to
discover all potential evidence within a wide range of investigations.
All investigators are Expert Witness trained and strictly adhere to the
ACPO Guidelines and thorough forensic protocols. This ensures
comprehensive reporting, often concluding with expert evidence
presented in court.

Incident Response

CYFOR have a fully security cleared Incident Response Team, who
are on standby 24 hours a day. They are experienced in responding
to search and seize orders, last-minute instructions and data
recovery. Operating globally, they provide a fast and effective
response to ensure preservation of evidence, which is critical to the
success of any investigation.

Forensic Data Collection

With a global presence, our digital forensic investigators are experts
in complex data recovery, across a full range of devices, under time
restrictive deadlines. We understand the critical nature of imaging
computers, mobile phones and other digital devices using forensically
sound methodology. This is vital if the integrity of any subsequent
investigation is to be maintained.

Secure Infrastructure

CYFOR view the security of both our corporate practices and the work
undertaken for clients as something of great importance. That's why
our secure infrastructure and evidence storage facility is ISO 27001
accredited and has been independently inspected and verified by The
Metropolitan Police. We also have at our disposal security cleared in-
house couriers, to securely collect evidence from across the country.

Cell Site Analysis

Cell Site Analysis is a means of establishing the geographical
location of a mobile phone at a specific time and place. This is
obtained by analysing call data records (CDRs), including SMS
messages and data usage. Our cell site consultants are some of
the industries’ leading professionals, who have provided expert
witness testimonies and invaluable admissible evidence in court.
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Digital Forensics
Training & Seminars

CYFOR offer bespoke training seminars that give

you and your colleagues a detailed insight into digital
forensics. Our seminars break down the different
forensics specialisms and demonstrate how they
can be instrumental to your criminal cases.

These educational sessions typically last an hour and
are arranged entirely at your convenience. They can be
. held at your premises, perhaps as part of your monthl
Forensics Technology YORIP Gl .

meeting or as a breakfast/lunch briefing.

Digital forensics platforms are powerful and indispensable tools
within any investigation and we have strong partnerships and full Seminar Topics
certification with leading providers. Our continuous investment in

i ; ) ) ) Our specialists are on hand to discuss the various
this technology enhances our service offering, while ensuring the

digital forensics disciplines that we provide and how

highest standard of service to clients. . .
they can be applied to your existing and future cases.

Past topics, which can be tailored at your request, have

included;

The importance of forensic methods for

data preservation.

What is cell site analysis and what evidence

can it provide?

Computer and mobile phone forensics — what data
can be recovered?

Book a complimentary
training seminar

ering mobile expertise

E: criminal.team@cyfor.co.uk
T: +44 (0) 161 797 8123

Contact us today and speak with one of
our experienced case managers

+44 (0) 161 797 8123
criminal.team@cyfor.co.uk




Get in touch with our Digital Forensics team

E: criminal.team@cyfor.co.uk

London:
T: +44 (0) 207 438 2045

Manchester:
T: +44 (0) 161 797 8123

cyfor.co.uk
24hr Emergency Response: 0800 169 4442

PO BOX 439, BURY, BL8 9AG
CYFOR is a trading R Legal Limited.




