
Securing,  

recovering and 

analysing data       

to reduce    

business risk 

cyfor.co.uk 

contact@cyfor.co.uk 

London: +44 (0) 207 438 2045 

Manchester: +44 (0) 161 797 8123 



  Corporate Investigations  

Investigations Expertise 

With industry leading experience in digital forensics and litigation 

support services, CYFOR’s corporate investigation services provide 

the trusted expertise to reduce business risk. We have assisted a 

multitude of organisations, from law firms and regulatory authorities 

to corporate businesses, SMEs and private individuals. 

Delivering professional, accurate and cost-effective investigations,  

we have supported clients across a full breadth of industries; 

▪ Accountancy 

▪ Banking & Finance 

▪ Law & Regulatory 

▪ Aerospace 

▪ Pharmaceutical 

▪ Education 

▪ Agricultural 

▪ Defence 

▪ Private Clients 

 

 

Data Recovery 

CYFOR understand how important your data is and the wider 

commercial implications of data loss, including the cost and 

disruption to a business. Using a forensically sound methodology, our 

team of highly qualified data recovery professionals operate on an 

international level. With unparalleled experience in the use of 

advanced digital forensic techniques, our experts can extract and 

preserve data from all types of devices, including; 

▪ Computers and mobile phones 

▪ Servers, hard drives and back-up tapes 

▪ USB memory sticks and SD cards 

▪ Solid state disks (SSD), HDD and RAID devices 

Intellectual Property & Data Theft 

Data theft has been a long-standing issue for businesses and 

subsequent employers, especially as the business landscape 

becomes ever more digitised. We are frequently instructed by clients 

who have had company data stolen by current or former employees, 

who leave to work for a competitor, or set up their own company. 

We provide investigations in cases ranging from intellectual property 

theft, partnership and contract disputes, to social media issues. Our 

extensive capabilities allow us to forensically investigate computers, 

mobile phones, hard drives and other devices within strict time 

frames to meet your specific requirements. 

Our specialists gather intelligence and digital evidence on the specific 

data that may have been stolen, and by what method, leading up to an 

employee leaving an organisation.  

 

 

Social Media Investigations 

Whether you’re an employer who needs to do background checks on a 

new employee’s social media accounts, or a company director who 

needs information identifying on a mobile phone, CYFOR’s social 

media analysts can retrieve the information you require.  

Using the advanced analytics software and open source intelligence 

gathering, CYFOR’s Intelligence Analysts can search, identify and 

monitor the following; 

▪ Social media posts 

▪ Photographs/pictures 

▪ Direct messages & group conversations 

▪ Message IP addresses 

▪ Data mapping & profiling 

▪ Social media usage of staff during working hours 

▪ Employee background checks 

 

▪ Data Theft 

▪ Social Media Investigations  

▪ Digital Forensic Investigations  

▪ Employee Investigations  

Are you concerned about an employee stealing company data? Worried that 

data has been stolen and provided to a competitor? Perhaps you suspect 

fraudulent activity within your organisation and require an internal 

investigation to acquire digital evidence. CYFOR have assisted organisations 

and reduced business risk with covert investigations since 2002.  

cyfor.co.uk/corporate-investigations 

▪ Manufacturing 

▪ Automotive 

▪ Telecommunications  

▪ Property & Real Estate 

▪ IT & Technology 

▪ HR & Recruitment 

▪ Energy 

▪ Engineering & Construction 

▪ Government Agencies 

 



 

CYFOR Business Packages 

Have you lost an employee to a competitor? Is client 

data or bespoke intellectual property key to your 

business? Are traditional pre-employment checks       

not thorough enough? 

 

CYFOR offer fully customisable business packages that 

cover a variety of circumstances and are tailored to your 

departmental or business requirements. Our industry-

leading expertise in both eDiscovery and Digital 

Forensics, blended with our advanced Cyber Security 

capabilities, provide complete business data protection. 

We offer both responsive, one-off solutions and monthly 

retained services to safeguard your business against 

common business risks.  

 
 
CYFOR Guarantee 

▪ All forensically collected data is stored on our 

dedicated servers, hosted in our secure facility       

with no external access. 

▪ All findings are documented in a formal report, 

suitable for use in court and backed up by our 

forensically sound workflows. 

▪ All services are available individually or part of 

bespoke packages entirely configurable by you. 

 

Services include: 

▪ A detailed, meticulous workflow to secure company 

data when an employee leaves the business. 

▪ Analysis of user accounts for activity in the month 

leading up to notice date, including; USB/hard-drive 

analysis, Internet use investigation, analysis of email 

activity, and search and recovery of deleted data. 

▪ Comprehensive forensic imaging and analysis of 

computers/mobiles at regular intervals. 

▪ Ring-fenced, physical storage of ex-employee data  

for up to 6 months, until you can be sure that            

risk is averted. 

 

Digital Forensic Investigations 

We provide an extensive range of digital forensic services for all 

circumstances, with suspected fraudulent and malicious activity 

warranting immediate attention. The rapid preservation of digital 

evidence is critical to avoid a situation that could spiral out of control, 

causing irreparable damage to your personal or organisational 

intellectual property. CYFOR’s digital forensic investigations team 

have experience in assisting clients in the following situations;  

▪ Investigation into any type of computer misuse 

▪ Corruption and bribery investigations 

▪ Regulatory investigations  

▪ Investigations linked to contentious insolvency matters 

▪ Background checks and desktop reviews 

▪ Fraudulent vendor invoices and emails 

▪ Employee misconduct 

▪ Mismanagement and theft of intellectual property 

▪ Malicious software 

 

 

 

▪ Subject Access Requests  

▪ Freedom of Information Requests  

▪ Data Recovery & Preservation  

▪ IT Security Consultancy  

Contact us today and speak with one of 

our consultants who will assist you 

 

+44 (0) 161 797 8123 

contact@cyfor.co.uk 



Get in touch with our investigations team 

 
E: contact@cyfor.co.uk 
 
London:  
T: +44 (0) 207 438 2045 
 
Manchester:   
T: +44 (0) 161 797 8123 
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24hr Emergency Response:  0800 169 4442 

 

PO BOX 439, BURY, BL8 9AG  

CYFOR is a trading name of CY4OR Legal Limited. Registered in England. Registered Number 06295131. VAT Registration Number 170268318 

ISO 27001 & ISO 9001 

Certificate Number 11815 


